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CONTENT AND COPYRIGHT

proXsSign® is a product developed by SETCCE. Possession or distribution of proXSign
product without a license is illegal. Please contact mailto:info@setcce.si or +386 1 620 4
500 to obtain your license.

The content of this document is copyrighted entirely by SETCCE. No distribution or copying is allowed
without permission of SETCCE. SETCCE, SETCCE logos and SETCCE product names are
registered trademarks by SETCCE. Copying and usage of logos and product names are not
allowed prior to SETCCE approval.

About SETCCE

SETCCE is the leading regional provider of specialized solutions and services for business
process dematerialization. We have pioneered in local as well as in international markets
with technologies that deliver trust in e-business and e-government services, and comply
with the most demanding legislative requirements.

Working with industries such as telecom, finance, and the governmental sector, SETCCE
delivers a range of products and services covering the fields of:

e Electronic invoicing

e Electronic archiving

e Electronic signing

e PKI and information security

Contacts

SETCCE d.o.o.
Tehnoloski park 21
SI-1000 Ljubljana
Slovenia

Europe

Tel: +386 (1) 6204500
Fax: +386 (1) 6204509

E-mail: info@setcce.si
Web: www.setcce.si
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1. NEW GENERATION OF SETCCE PROXSIGN®
COMPONENT

The SETCCE proXSign® components provide digital signing, encryption/decryption and time
stamping of your documents.

The new generation of SETCCE proXSign® v 2.0.0 has been developed as a response to
the limited plug-in support by the majority of browsers.

SETCCE proXSign v 2.0.0 innovative concept provides solution, which is browser
independent as it works in all popular browsers.

The new proXSign® component is installed as a desktop application which runs as a
background process. Features like »Autostart« are configurable in the graphical user
interface. You can also always check if component is running.

The advantages of the SETCCE proXSign v 2.0.0 are:
¢ One component for all functionalities (signing of PDF and XML documents,
timestamping)

For assistance with installation or use of SETCCE proXSign v 2.0.0 please first contact the
service provider (i.e. on-line banking, governmental services etc.), and then the SETCCE
support.
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2. SUPPORTED ENVIRONMENT

2.1. Supported environment

Operating system (0S) I Browser

MAC 0S X | @ Safari 9.0.1
Yosemite 10.10
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3. PREREQUIREMENTS

3.1. Communication port

Browsers communicate with SETCCE proXSign® component over one of the fallowing
unused ports:

e 14972
o 41472
e 57214
o 61427

In order to run SETCCE proXSign® component in your environment you have to ensure
that one of the listed ports are unused.

3.2. Import a personal digital certificate

Your personal digital certificate has to be installed in MAC personal certificate store. See
chapter 7.

3.3. »SETCCE services root CA« and »SETCCE proXSign
intermediate CA« digital certificates

SETCCE proXSign® component provides a higher level of security to its user by encrypting
the communication between the component and the browser.

Therefore two digital certificates issued by SETCCE d.o.o. has to be installed on your
computer as a trustworthy certificate:

e SETCCE services root CA and

e SETCCE proXSign intermediate CA

3.3.1. How to install »SETCCE services root CA« and »SETCCE
proXSign intermediate CA« digital certificates

Both digital certificates are automatically installed into MAC certificate store (System
Keychain) when the SETCCE proXSign® component is run for the first time.

You can check thumbprints of »SETCCE services root CA« and »SETCCE proXSign
intermediate CA« digital certificates in digital certificate details view. Thumbprint of
»SETCCE services root CA« digital certificate installed in your System Keychain must
match Thumbprint on Figure 2 and thumbprint of » SETCCE proXSign intermediate CA«
must match Thumbprint on Figure 3.
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Figure 1: thumbprint of »SETCCE services root CA« digital certificate

proXSign®

SETCCE

Page 6



UTgSRITaTon
Comman Nama

Serial Humb-er
Yoroion

Signature Algorithm
Paramaters

Mt Valed Baltors

Mot Valid Aftar

Algarithm
Paramelers
Public Key
Exponsnt
Koy Size
Kay Usage

Signaturs

Critscal
Usage

Critical
Cartificate Authority
Path Length Constraint

Gritical
Koy ID

Critical
Kay ID

Coritical
um

SETGGE proXSign intermediate GA

SETLLE B.8.00
SETCGE services root GA

SHA-255 with RSA Encryption | 1.2.840.113548.1.1.11 )
nong

Tuasday 17 Novembar 2015 0§ b 52 min 46 8 Ceniral European Standard
Time

Monday 12 Novembaer 2035 09 h 52 min 46 3 Central European Standard
Tima

RSA Encryplion | 1.2.840.113549.1.1.1)
[.=41 ]

512 bytes : BC ED SF D3 FA 0B 54 CD ...
BasaT

4096 bits

Verity

512 bytes : ED D9 AA BS OF 41 BC 3G ...

ey Usage [ 2.5.20.15)
YES

Digrtal Signature, Key Cert Sign, CRL Sign

Basic Constraints | 2.5.29.19 )
YES

YES

o

Subject Mey Identifer [ 2.5.29.14)
MO
13 B2 44 1305 B2 E4 C8 4F AB E0 05 EO CA 5T 50 BT 34 FB A3

Authority Key identifier | 2.5.29.35 )
[ 1a]
11 3F Ad BT 11 AC D1 1F DI 8A 5B TB CF 5E BO TA BA B0 EB 41

CAL Déstribution Poents { 2.5.29.31 )
214 ]
Bittas foublic. selocn, S o seleaeca ¢

SHA
MD5

B0 04 78 EF B8 EC §1 TA 96 43 ED BB CB FE 83 5C 45 74 35 80
SE BO 2C 70 AB 70 FA G 37 B2 AB 01 B0 20 BF 1A

Figure 2: thumbprint of »SETCCE proXSign intermediate CA« digital certificate
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4. INSTALLATION AND UPGRADE

SETCCE proXSign® component is installed as a desktop application which runs as a
background process.

The feature »Autostart« is configurable in SETCCE proXSign® graphical user interface. You
can also check if the SETCCE proXSign® component is running.

4.1. Install SETCCE proXSign® component

The setup package is called »SETCCE_proXSign.pkg«. Since the setup package is not
signed and downloaded from Mac App Store you have to enable/allow installation in the
security settings.

Go to »System Preferences«, »Security & Privacy« and choose option »Mac App Store and
identified developers« as shown on Figure 3.

| —

"SETCCE proXSign phkg® can't b opsned
because it is from an unidentified
9 developer.

YoUur SOCUNDY DroheRonoed aiow insaaiianon of only
seps from the Mes Apn Biore.

A login password ha
+ Roquine pass

Allow apps dowrloaded from:

Figure 3: security settings in »System Preferences« / »Security & Privacy«

Only user with administrative privileges can install SETCCE proXSign® component.

4.1.1. Installation steps

1. Log in to your user account as administrator.

2. Download the setup package »SETCCE_proXSign.pkg«.

3. Double click on »SETCCE_proXSign.pkg« and fallow the setup instructions. The
component will be installed into »Applications« folder by default. You can choose
any other folder during the installation process.
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Introductior
Destination
Installation

ation

& Install SETGGE proXSian I

Installer is trying to install new software. Type I
your password to allow this.

Nare

Username:  projectSignAdmin

Password:

Cancel

Change Install Location...

Go Back

Figure 4: installation process

4. After successful installation you have to run the SETCCE proXSign® component. See

chapter 5.1.

Important:

1. SETCCE proXSign® component uses two digital certificates. See chapter Error!
eference source not found..
2. Before you upgrade/reinstall the component, you have to stop the component first

(»Quit«). See chapter 5.3.

4.2. Autoapdate of SETCCE proXSign® component

Feature called »Autoupdate« is not supported yet.

4.3. Check for updates

Feature called »Check for updates« is not supported yet.
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5. QUIT AND RESTART SETCCE PROXSIGN® COMPONENT

5.1. Start SETCCE proXSign® component

The component can be run as follows:
1. Find SETCCE proXSign.app in the »Applications« or on any other location where you

installed it during the installation process.

[ ] [ ] Applications
< :SEI: I e v ia & a
Favorites Name v
o ) [ e—
8 Cloud Drive A SmartSVN 8.6.app
) AirDrop & SmartConverter.app
" © Skype.app
¥ Applications o samace —
ES] Desktop S Sigilapp 3 Fob 2015 01:41
M Documents SETCCE proXSign.app Today 08:44 |
© Dovnload @ safari.app 29 0 ey |
B @ FRightWebPage Professional.app :
& Pictures | Reminders.app

_‘?r projectsigna. ..

Figure 5: Run SETCCE proXSign.app from »Applications«

Double click on »SETCCE proXSign.app« and the component will run.

@ O O SETCCE proXSign 2.0.4.1

Certificates -

Issued to Issued by
P Prodaja 5... SETCCE
b Helena O... sigen-ca

Settings v

. | = Quit

Figure 6: SETCCE proXSign® component main window

2. Run »Launchpad« and find the SETCCE proXSign icon. Double click on icon and the
component will run.

SETCCE proXSign

Figure 7: SETCCE proXSign icon in »Launchpad«
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Check for icon proXSign in the Status menu. If the component is already running, the
icon proXSign is shown in Status menu.

IZF @ ‘O 4 Tuel2:26 PM projectSignAdmin  Q

Figure 8: SETCCE proXSign icon in Status menu

5.2. Autostart SETCCE proXSign® component

The SETCCE proXSign® component supports autostart functionality. If »Autostart« option
is configured, the component is run when you log-in.

»Autostart« can be configured as follows:
1. In the Status menu, click on proXSign icon and choose »Autostart«
2. Click on »Settings« in the main proXSign window than choose option
»Autostart«.

® O O SETCCE proXSign 2.0.4.1

Certificates v

Settings ~

(W Autostart

1 ® Quit

Figure 9: Option »Autostart«

Option »Autostart« is disabled by default.

5.3. Quit (Stop) SETCCE proXSign® component

We suggest to run proXSign component as a background process. In this case, the
component itself does not perform any activity.

You can stop the proXSign component (kill the process) as follows:

1. Click on »Quit« * button in SETCCE proXSign® component main window.
See Chapter 5.1 for restart.

Quit

proXSign® SETCCE Page 11



® O O SETCCE proXSign 2.0.4.1

Certificates v

Settings -~
[V Autostart

1 = Quit

Figure 10: Options »Quit«

2. Klick on proXSign icon in Status menu and choose »Quitx.

= [ Thu 10:49
‘A Open

Autostart

Figure 11: Quit on Status menu

If you want to hide or minimize the SETCCE proXSign user interface, then click on@ in
the left corner of the main window of the component. In this case the SETCCE proXSign
component is still running in the background.
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6. REMOVING SETCCE PROXSIGN® COMPONENT

To be able to remove SETCCE proXSign® component from your computer you have to log
in to your user account as an administrator.

Then find and remove proXSign.app and »SETCCE_proXSign.pkg« files and remove both
digital certificates from system digital store (use Keychain Access):

e »SETCCE services root CA« and

e »SETCCE proXSign intermediate CA«.
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7. INSTALLING A DIGITAL CERTIFICATE

7.1. Is your personal digital certificate installed on your
computer?

In order to use SETCCE proXSign® component on your computer, your personal digital
certificate has to be installed in MAC digital certificate store or on smart card.

To install your personal digital certificate use Keychain Access. Personal certificate must
be installed in »login«/ »My Certificates«.

eve
i Click to lock the login keychain.
| ke

Keychaina

TN [ | Prodala SETCCE
& Localltems = Issued by: SETCCE d.o.o
| Expires: Saturday 17 Feoruary 2024 13 h OT min 00 s Central European Standard Time
 This cartificate is vali

i System o
[ System Roots
Name
| Category » (2] Prodaja SETCCE
Al ltems » [C] Janez Novak
L. Passwords
Secure Notes
Lil My Certificates
Keys
[ Certificates

= o 2 itams

Figure 12: Personal digital certificate »Janez Novak« in Keychain Access

7.2. Is your root certificate installed on your computer?

In order to use SETCCE proXSign® component, you have to install root certificate of
Certification Authority which has issued your personal digital certificate.
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